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Security in Europe
Threatening countries:

● Russia, Belarus, China, North Korea, Iran

Threatening groups:

● Terrorists (far right, islamistic, …)

Other threats:

● Climate change
○ Extreme weathers
○ Immigration

There is ware in Europe and the whole Europe 
is in hybrid war; 
blur the line between war and peace













These threats are geospatial
● Climate phenomena is geospatial 
● Planning a sabotage needs geospatial information

So how would one plan a sabotage?

● Find all open information about the target
○ Articles, maps, location information, public meeting notes, images (also 

satellite)
● Buy missing information

○ Satellite images,  aerial images, location information
● Break relevant information systems
● Get information before in the target location by walking, car, drone 

etc.



Open source intelligence can be revealed 



OPEN DATA API USE 
ANALYSIS
How much are APIs used for retrieving 
information related to critical infrastructure 
objects? Which are the datasets, user groups, 
origin countries?

Which APIs and datasets are being used together 
to gain information on the surroundings of 
critical infrastructure?

Trends and anomalies in non-domestic Open 
Data usage coinciding with certain geopolitical 
events?



EVERY WEB MAP REQUEST GETS LOGGED
WITH TIME & LOCATION INFORMATION

199.87.228.66 - - [17/May/2023:08:51:06 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:51:07 +0300] "GET /wms?Request=GetMap&BBOX=123.1123,34.123…

199.87.228.66 - - [17/May/2023:08:51:08 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:51:09 +0300] "GET /wms?Request=GetMap&BBOX=123.1142,34.123…

199.87.228.66 - - [17/May/2023:08:52:10 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:11 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:12 +0300] "GET /wms?Request=GetMap&BBOX=123.1152,34.123…

199.87.228.66 - - [17/May/2023:08:51:13 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:14 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:15 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:16 +0300] "GET /wms?Request=GetMap&BBOX=123.1422,34.123…

199.87.228.66 - - [17/May/2023:08:52:17 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:18 +0300] "GET /wms?Request=GetMap&BBOX=123.7122,34.123…

199.87.228.66 - - [17/May/2023:08:52:44 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:45 +0300] "GET /wms?Request=GetMap&BBOX=123.6122,34.123…

199.87.228.66 - - [17/May/2023:08:52:46 +0300] "GET /wms?Request=GetMap&BBOX=123.7122,34.123…
199.87.228.66 - - [17/May/2023:08:52:47 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:48 +0300] "GET /wms?Request=GetMap&BBOX=123.1322,34.123…

199.87.228.66 - - [17/May/2023:08:52:49 +0300] "GET /wms?Request=GetMap&BBOX=123.2122,34.123…

199.87.228.66 - - [17/May/2023:08:52:50 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:51 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

199.87.228.66 - - [17/May/2023:08:52:52 +0300] "GET /wms?Request=GetMap&BBOX=123.1122,34.123…

Client IP address

Requested dataset/layer

Date &time

Area-of-interest (BBOX)



CORRELATING AREAS-OF-INTEREST WITH LOCATIONS OF 
CRITICAL INFRASTRUCTURE

Intersections of request areas-of-
interest and the geometries of the 
known critical infrastructure 
objects

Statistics about the matched 
object types, hit counts and 
percentages of overlap, and the 
requested datasets

Combined areas-of-interest for all 
requests in a browsing session



FOREIGN & DOMESTIC USERS: REQUEST ORIGIN

User country/city determination by using an 
IP address geolocation database

Regular domestic usage as a baseline

Proxying via intermediate web servers 
(international data centres etc.)

Identification & classification of VPN 
users

Challenges:



OUR RECENT NATIONAL-LEVEL 
PROJECT

● Over 2 years of logs
● 21 organizations
● 425 APIs
● 60k features in critical infrastructure data 

set

Tools: Spatineo Monitor, FME & ArcGIS Pro



Why analyse geospatial service 
usage?

● Service development
○ How are my services used (Areas of interests, datasets, origin countries)
○ Performance and availability of the services
○ Standard compliance

● Security
○ What information is acquired around critical infrastructure
○ What data sets are being used together 
○ Non domestic usage
○ Identify data harvesting



Finnish way of doing security
● Know your data
● Identify the risks
● Know your users
● Continuous risk assessment model



Define operational environment Asses risks
Define data publishing 

principles

Usage analysis and monitoring, anomaly detection and evaluation

source: Memo of national geospatial information risk assessment group 

(Finnish government)

Data publishing

GEOSPATIAL INFORMATION
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